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Management of information security is grounded on the analysis and evaluation of 

information security risks. At present, there exist a number of standards (ISO 27001, NIST, 
MITRE), approaches and many instrumental means based on them (COBRA, CRAMM, 
MethodWare, RiskWatch, Avangard, GRIF), for evaluation of risks of information security     
[1-4].  

But their application in practice faces a number of difficulties. One of the significant 
considerations in compared analysis of risk evaluation methodology is the efficiency of results 
achieved on these methodologies [5-6]. Complicated methodologies requiring accurate primary 
estimations in entry and giving ambiguous results in exit would hardly assist to establish an 
efficient security system.   

Methodologies of information security risks evaluation may be divided into 
methodologies based on quantity, quality and fuzzy logic. The fundamental problem in quantity 
approach to the analysis of risks is the estimation of realization possibility of specific threats in 
the system concerned. Complicated algorithms are used for estimation of the frequency and 
possibility of occurrence of threats.  

Quallity approach to the evaluation of risks is much easier than that of quantity 
evaluation. The methodology of “risks matrix” is much widely spread among the methodologies 
of this class. This is the sufficiently ordinary risk analysis methodology. In the process of 
evaluation possibility of occurrence of each risk and the scale of losses relate to it are defined by 
the experts. The evaluation is carried out by the scale of three degrees: “high”, “medium”, 
“low”. The system as a whole is evaluated on the ground of estimations for separate risks; the 
risks themselves are ranged (lined up). The methodology concerned allows carrying the 
evaluation fast and correctly. But the interpretation of the achieved results is not always 
possible. One of the principle shortages of analyzed instrumental means is that, the evaluation 
of the state of information security system within a real period of time is impossible, because 
expert evaluations may not be changed. 

Risks evaluation based on fuzzy logic allows substituting the approximate schedule 
estimation for adequate modern mathematic methodology on the problem concerned [7-9]. The 
approach based on fuzzy logic allows the evaluation of risks for information system resources in 
a real period of time taking into consideration the possible majority of influences and the 
dynamic of changes of their parameters in the process of exploitation. 

In this article, using fuzzy logic, there suggested a model for minimizing the remaining 
risk.  The following signs are accepted in the suggested model: 

{ }koO = , Kk ,1=  – protected majority of assets;  

{ }itT = , Ii ,1= – majority of threats directed to assets; 

{ }iji mM = , Jij ,1= –   majority of existing protection mechanisms against i threat; 

{ }iji cC = , Jij ,1= – majority of values of protection mechanisms against i threat; 

{ }00 irR = , Ii ,1=  – majority of estimations of the risk incurred by threats; 

{ }iji rR = , Jij ,1=  – majority of estimations of the remaining risk while choosing protection 
mechanism for i threat.  
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For calculation of )()( iij rr μμ =  relation function of the remaining risk it is suggested to 
use the Rothstein methodology [10].  

Let’s suppose that, the experts have compared protection mechanisms for i threat and got 
the following pair comparison matrix: 
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We should note that, for the elements of this matrix jiij aa /1= is correct. Relation 

function may be calculated by the following formulas: 
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Example: Let’s suppose that, as a result of pair comparison of antivirus means by the experts 
the following pair comparison matrix is got: 
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According to the formula (3) the calculations result the following estimations. 
 

μ(r11) = =⋅⋅3 731 2.76; 

μ(r12) = =⋅⋅3 7133.0  1.32; 

μ(r13) = 31.01143.02.03 =⋅⋅ . 
 

After normalization μ(r11) = 0.63; μ(r12) = 0.30; μ(r13) = 0.07 is got. 
For example, C – is the general budget which may be spent on getting protection 

mechanisms. It’s clear that, threats may be of different significance (criticism) from the point of 
view of information system; first of all it is necessary to prevent the most critical ones. 
Therefore, let’s suppose that, the weight of i threat is . iv

Enter the variable , }1,0{∈ijx Ii ,1= , Jij ,1= .  If j mechanism is chosen for i threat, 

then , otherwise . It’s clear that, . In order to take into consideration the 1=ijx 0=ijx 1
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case when no mechanism is chosen for i threat, we must “widen”  variable accepting ijx 1=ijx   
for j = 0”. 

We may express the problem of minimizing of accepted remaining risks as follows:  
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Thus, the problem (4)-(6) of minimizing of the remaining risk is brought to the fuzzy 

linear programming problem. We may use different methods for its settlement. 
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